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You can find the most up-to-date technical documentation on our Web site at:
http://www.vmts.net/
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Introduction to VMTS ESX Patch Manager

As we all know patch management for ESX 3 in its current state is not the fastest or
easiest but really a manual slow process where you have to go to each and every host
or at best carry out via an ILO connection or equivalent with a basic script. This is not
such a problem for smaller infrastructures with 10 hosts or less but when medium to
large ESX farms are implemented it can become a nightmare trying to keep your hosts
up-to-date. The VMTS-ESX Patch Manager application was made to really help
speed this process up using a nice to use windows GUI based front-end complete with
a small in-built web server to upload the patches to the hosts that you can install
practically on any MS Windows system and works very well in practice!

Features:

Automatic latest patch retrieval from VMware Web site

Virtual Center or standalone Host Integration

Automated ESX Host upgrading

Support for Background Intelligent Transfer Service (Microsoft BITS)
Passwords saved securely inside the Microsoft Protected Storage space
Standard SSH Connection technology (with root or other users)

Use’s a tiny in-built Web server to deliver the patch’s

Multi Thread patching/updating implementation

Ease of use Configuration Wizard’s.

Patch management overview

The VMTS ESX Patch management system in its basic form consists of 4 servers
which communicate to move the patch from the patches download site on the
VVMware downloads site all the way through to successfully installing them on your
chosen ESX Hosts.

Communication. ‘
to VC Server
Request for latest ..E

h
patches update VMware

VirtualCenter
SSH communication Server

(—] v
HTTP/FTP server Patch Manage\

VMware Download patche VMTS ESX
online machine Patches transfer

VMware
ESX Host
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If you are connecting directly to the ESX host and not via the VirtualCenter Server for
single ESX Host patching then the VirtualCenter Server is not included in this process
flow.

System requirements:

- Windows 2003 sp1 sp2 ,Windows XP spl sp2,
Windows Vista, or Windows 2008 aka Longhorn

- 256MB RAM for the application

- Disk 2GB free space for the patches storage folder

- MS .NET 2.0 Framework

- Internet Access (proxies are supported)

Windows Service’s required:

These services are required to be installed and enabled for VMTS Patch Manager to
use:

e (BITS)Background Intelligent Transfer Service V2 (V3 suggested)
e Microsoft Protected Storage Service (to securely store passwords)

Non-support:

- Currently proxy authentication does not work on XP 64bit, Vista 64bit and Windows
2003 64bit possibly on Itanium also.

There are some issues on 64bit OS’s at the moment we suggest that you generally do
not use 64bit OS’s to run VMTS Patch Manager.

- On Windows XP sp2 you can find these problems with patch ESX-8852210:

Error Occurred : System.Net.Sockets.SocketException: An operation on a socket
could not be performed because the system lacked sufficient buffer space or because a
queue was full

at System.Net.Sockets.Socket.Send(Byte[] buffer, Int32 offset, Int32 size, SocketFlags
socketFlags)

at System.Net.Sockets.Socket.Send(Byte[] buffer, Int32 size, SocketFlags socketFlags)
at vmts.patchmanager.MyWebServer.SendToBrowser(Byte[] bSendData, Socket&
mySocket)

This is a Windows XP SP2 bug, please refer to this article for support:
http://support.microsoft.com/kb/905628/en-us
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Installing VMTS ESX Patch Ma

Installation of the program

Download the latest available version of the
Manager’ from www.vmts.net

www.vmts.net

nager

program ‘VMTS-ESX Patch

Run the setup program and accept any Windows security warnings as prompted.
Note: the following screenshot is from Windows 2003, prompts may differ

depending on OS type.

The publizher could not be verified. Are you sure you want to
run this software?

MHame:
Publizher:
Type:
From:

WMTSPatchiManager . msi
Unknown Publisher

Windows Installer Package
C:\Documents and Settingstdabedfordm! Deskiop

X|

vV Alwaps ask before opening this file

This file does not have a valid digital signature that verifies its
publizher. You shauld only run software from publishers pou trust.
How can | decide what software to run’?

)

Accept ‘Next’ on the VMTS ESX Patch Ma

nager setup welcome screen

{5 ¥MTS ESX Patch Manager Setup

Setup Wizard,

Welcome to VMTS ESX Patch
Manager Setup Wizard

The Setup Wizard will install WMTS ESX Patch Manager on
your computer, Click Mext to continue or Cancel ko exit the

X

= Back

Cancel
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Specify the folder you want VMTS ESX Patch Manager installed to, the default
location is recommended

{& YMTS ESX Patch Manager Setup =10l

Select Installation Folder
This is the folder where ¥MT3 ESX Patch Manager will be installed,

Toinstall in this Folder, click "Mext", Toinstall to a different Folder, enter it below or click
"Browse",

Folder:

:\Program Files\¥MTS.net\WMTS ESY Patch Manager) Browse.., |

advanced Installer

< Back I Mext = I Cancel

Click Install to start the installation Process

i ¥MTS ESX Patch Manager Setup x|

Ready to Install
The Setup Wizard is ready ko begin the Tvpical installation

Click Install ko begin the installation, IF wou wank to review or change any of wour
installation settings, click Back, Click Cancel to exit the wizard,

advanced Installer

Cancel |

Once the installation is complete, click Finish to close the setup wizard

11/09/2007 Page 6 of 37 Mark Bedford & Massimiliano Daneri



VMTS-ESX Patch Manager Documentation www.vmts.net

ii-;' ¥MTS ESX Patch Manager Setup il

@ Completing the VMTS ESX
Patch Manager Setup Wizard

Click the Finish button to exit the Setup Wizard,

<Back  |i Finish Zancel

Setup Wizard

You will find the VMTS ESX Patch manager Shortcut in your Start menu or
alternately on your desktop, ready to open.

WITS Patch
Manager

When you start the program for the first time the setup wizard will start to run you
through entering details for your particular virtual Infrastructure.

{&/ ¥MTS Patch Manager - Wizard 1ol =|

HE Welcome to VMTS Patch
17 Manager

Thiz wizard will guide your throw process of setting
the most important parameters

To continue, click Mest

¥ Don't show this wizard again.

< Back Mest > Cancel Help
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On the Authentication screen if you have followed the default ESX 3 installation
and so Root logins via SSH are disabled, then do not tick the ‘Use root user’ box.
If you use the same passwords for your ‘Root” account and your ‘main ESX
admin’ account across all your Hosts then you can Enable Default Authentication
and click the small buttons to enter in your ‘Root’ and ‘main ESX admin’
account’s details so they are stored.

If you have enabled the allowing of login of the Root account via SSH, which is
not advised by VMware best practice! You can tick the ‘Use root user’ box and
use this authentication method and all authentication with the ESX Host’s will be
via the ‘Root’ account..

If you do not enter any details on this screen you will be prompted every time for
passwords when moving between hosts or carrying out any actions within the
program.

(&' ¥YMTS Patch Manager - Wizard =101 =]

0 /

™ Use roct user

— Default Authentication

™ Enable

raat LISEr,
Lger el LIZEL FEmE
pazzward:  hone | pazaword:  hohe |

< Back

Cancel | Help |

On the Web Server configuration screen the IP address of the server/workstation
you have installed the VMTS ESX Patch Manger program will already be
completed for you, it is recommend that you do not change this. The port defaults
to port 5050 which unless required you should leave to default also. The default
ticked ‘Autostart’ box allows the program to auto start and stop the internal web
server part of the program for when patches are uploaded to the Hosts during
normal patching and should be left ticked.
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il x|
Binding Addrezs j
Port
V¥ AutaStart
< Back | Hest > | Cancel | Help |

On the Web Proxy Settings screen choose between these Authentication options:

- Autodetect: use the wpad DNS record

- Manually: you set the proxy address

- No Proxy: direct connection

- Use IE configuration: use the default IE configuration

Note: Using IE Configuration and Autodetect doesn't keep user and password
settings, you can use it only if your proxy support NTML settings or your proxy
doesn't require authentication

The Web Proxy Settings are used by VMTS ESX Patch Manager to connect to the
Internet to retrieve the latest patches list for ESX 3 from VMware and to
download the patches you request. If you are having problems connecting then use
the ‘Manually’ option and enter in your proxy’s, hostname or address, it’s port,
an account that has privileges to connect to the Internet via the proxy and its
authentication type, Basic or NTML.
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{&/'¥YMTS Patch Manager - Wizard B ] |

VA

Authentication IManuaIIy j

Address |htt|:-: A/ prosp. mpcopraty. com - (8020
I zername |bedfnrdm

Password | ********

Darmain Imydomain

".t’-‘«uthentiu:atic-n Scheme

€ Hegatiste = 7Basie} € NTML © Digest

< Back | Hest > | Cancel | Help |

On the Port settings screen, you are presented the option of changing the Virtual
Center default port and SSH default port numbers. You should accept the defaults

unless you have specifically altered these in your virtual Infrastructure
configuration.

£/ ¥YMTS Patch Manager - Wizard o ] A
Wirtual Cenber

Drefault Part |443

V¥ Use httpz:#f

—55H

Default Fort |22

< Back Cancel | Help |

On the Patch Repository screen, enter an empty directory to store all the
downloaded and extracted ESX Patches in. Currently there are nearly 1.5 GB of
ESX patches for ESX 3.0.1 so a drive with 2Gb of space or more is recommended.
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ol
Directorny |E:'\ES><|:|atches |
Local <kl

[ Enable Download @mlifile |
Fil= I |

TarGz
" Mone = Move " Delete ‘

www.vmts.net

< Back

Cancel | Help

On the last screen click ‘Finish’ to complete the setup wizard and start using the
program to patch.

¥ ¥MTS Patch Manager - Wizard o] x|

er Wizard

Congratulation you successfully canmplete the
configuration.

For more configuration please select the menu
Tools/Settings

To cloge this Wizard, click Finish,

< Back Cancel Help
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VMTS ESX Patch Manager Program usage

A VMware virtual Infrastructure can be divided into many Virtual Center run
separate infrastructures each with its own Virtual Center server administering it.
When starting VMTS ESX Patch Manager, enter the hostname or IP address of
the VirtualCenter you wish to connect to that the ESX Hosts you wish to patch are
administered by and click ‘Connect’.

Alternately the program allows you to connect to an individual host to patch, by
entering the IP or hostname of the ESX Host you want to patch and click
‘Connect’.

¥irtual Center Connection
{ . y i
~ e e

Wirtual Center/ES¥ Host name

Iviltualcentersewerﬂ - |

¥ Use Pratected Storage Credential

Settings Connect I Exit |

4

Interface overview

The main program screen is divided into 3 sections, these are:
e Host/Infrastructure view (Red)

e Patched downloaded/install view ( )
e Status tabs area ( )
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£/ YMTS-ESX Patch Manager (Connected bo sl s e ) (=T
File  Action  Wiew Tool  Help
= F Hasts P
"E'ﬂl' :IIIIH-H "I":"“' Total 14 Patchable: Total: E
-1 e atal atchable: otal:
B s oma e arpe tiemmsa e Unpatched: ... Downloaded: 53
B ]
E gl iCirws wewsesied bl Select All “F Filker ~ ¥ Check Update | Extract
[ repeesma g Frg o | | 4 —
- [0 e o Wil =
[ repmbermm b st b (| EGc1000039 ESXA01  Ciical Patch @ 9072007 @ [¥  Fix severalissues inWMKemel RPM.
B recdeescleainpe memmnal kol ||| oo £swant  CilicalPaich @ 8072007 @ [¥  Improves time keeping on 2K SHF s —
[ER nmaa g
CLr >
ESx-1000073 ES®301  Secwity Patch @R 9/07/2007 & I Updated krbG packages with security fis.
B e e e i
oM b Tar @ Wt ESx-5095539 ESHI01  Security Patch &0 15/05/2007 &b I Thiz patch contains several fixes
iy L= ]
[ rebten kil i bl £08 || £ 7302887 ESXAD1  CifealPatch @ 15052007 @ [¥  console 0S oops after aacraid_esu30 load
[ .
] wews el lmml ||| o coia1g ESKE0T SecuryPaich (@ 150672007 @ [Z  Memoy leaks in Wiware Taok
ESx-7H57441 ES¥301  GeneralPaich &R 15/05/2007 & I Each momt-vmware restart impacts all Yhs
ESx-7408807 ESXI01  GenerslPatch &0 15/05/2007 & d Hang when booting with one local mirar,
ESX-7281356 ESX301  GeneralPatch @B 16/05/2007 @ = To update tzdata rpm from Red Hat
ESx-4826991  ESX301  Critical Patch L1 ] 15/05/2007 & = To deliver several fises in vmkemel
ESxE140477  ESH301  Security Patch @R 15/05/2007 &0 d S50 cerificate verified by MKS pluging
ESH-BE57345 ESXI0N  GenerslPatch &0 15/05/2007 & d iSC51 device failed with check condition
ES®-2569638 | ESX301  Secuity Patch 29/02/2007 & cal Update infio rpm for ESx 3.0.1
ESx1541239  ESX301  Critical Patch L1 ] 29/03/2007 @ = Updates Emulex Fibre Channel driver
ESw-2257739  ESXA0  Critical Patch (1] 2032007 @ d Ta deliver several fises in vmkemel
ESx-9916286 ES®I01  Security Patch &R 29032007 & d Ta update zlib ibrary for ES¥ 3.01
ESxB431040 ESXZ01  Secuty Patch @R 29032000 | @ = Include ES<-11E1870 ESXK-3416671 ESXE011126 ES
G cane o T ——— LH
Downioad | Wieh Server | Sepbirassrealsd s il | sl sl et bbbl | oot bl s iyt 00 | bt o il st e bt | 1 4 [
ESx-72813566  10:02:01 06/13/07 To update tzdata rpm from Red Hat ;I

ESx-7408807  10:02:35 06/15/07 Hang when booling with ore local miror.
ESx-7BE7441  10:03:32 08/15/07 Each mgmt-vmveare restart impacts al Vids
ESX-E704314  10:04:02 08/15/07 Memary leaks in YMware Tools
ESx-7302867 10:04:41 08/15/07 console 05 oops after aacraid_esx30 load
ESx-5095559  10:05:56 08/15/07 This patch contains several fixes.

For a differential list of rpms, use the -/-listipms option,

100t @ L oot :I

#istart| @ & ) ¥MTS-ESX Patch Man.. WG 324 Pm

Host/Infrastructure (shown in Red): In this view VMTS ESX Patch Manager
reads your inventory from VirtualCenter and displays all of the ESX Hosts
connected to that current VirtualCenter. Selecting an ESX Host here allows you to
see what patches are installed in the Patched downloaded/install window.

Patched downloaded/install (shown in ): In this view is shown a
summary of the ESX Hosts connected, the ESX Patches downloaded/installed and
is the main window that allows you to install ESX patches on your chosen host.

Status tabs area (shown in Blue): The status area displays 3 groups of live status
screens:

The ‘download tab’ displays the status of any patches currently being
downloaded to your patch repository folder from the VMware downloads
site.

The “Web Server tab’ displays the status of the small in-built web server
built into VMTS ESX Patch Manager and shows which patches are currently
being uploaded to ESX Host’s during the patching process.

The ‘ESX Hosts status tabs’ are named as each ESX Host name and each
displays the live status of the SSH commands as being issued to the Hosts.
Here you can see the actual patching taking place and so can be used as a
type of live Log of the patching process.
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Downloading ESX patches

Before you can install the ESX patches on the Hosts they have to be downloaded
to your patch repository folder on a local or network drive and extracted from the
tar files. This can be done automatically by VMTS ESX Patch Manager or
manually should the program not be able to gain access to the Internet itself.

Automatically Downloading ESX Patches

Click the ‘Hosts’ Cluster icon in the Host/Infrastructure view to bring up the list
of current ESX patches. Click the ‘Check Update’ button and the program will
connect to the VMware downloads site to check the latest released patches for
ESX 3. A few seconds after clicking on the ‘Check Update’ button, the list should
be updated with any new patches that may of become available since you last
checked.

(&7 ¥MTS-ESX Patch Manager {Connected to nopshsymw3vc01) == x|
File__Action  View Tool Help
i Hosts
E‘_ Topbhavmw3es04. news. newslimited local Host Paiches
. Total: 14 Patchable: 13 Tatal: 78
[ ropshsvmmessil news newslimited local
[l ropshevmndes0B news. newslinited local Unpatched: 10 Downloaded: 59
[0 nopshsvmindess08 news.newslinited local
[0 nopshsvmu3esy10.news.newslimited local 7 .
Select all Unselect Al Filt -
Q nopsheymw3es:0h.news.newslimited. local e i AR |
Il nopbhsvmu3ess03.news. newslimted local 1D
[ nopshsvmwdess2 news newslmited local | || E5<1000039  ESX30  Citical Patch @ a/07/2007 & [¥  Fin several issues inWMKemel RPM
0 ropshvmedesGnewsrewsimitetloval || oo Eskam  CrcdPach @ 972007 @ 7 Improves ine keeping on WK SMPVM: —
[ ropbhsvmwdessl.news.newsimited local : _
Q nopshsvmw3essl7.news. newslimited.local ES=A000073 ESX3M  SecuriyPach i 9/07./2007 @ F Updated kib5 packages with security fis
Q nopshsymw3es:09. news.newslimited. local ESX-B095559 ESXAOT  SecurtyPatch @B 15/08/2007 @ |7 Thiz patch containg several fiwes
0 ropshevmadesdM news newslimited local | || E5 7302867 ESKA0  CiticalPach @ 15/05/2007 @ 7 console 05 oops after aacraid_esk30 load
[ ropbhsvmadesi02 news newslmitedloval | || o crnyiis ESKA0T  SecuiyPaich @ 15052007 @ 7 Memoylesks inVMware Taoks
ESx-7EE7441  ESX3M1  GereralPatch i 15/08/2007 @ |7 Each momt-vmware restait impacts all Whs
ESx-7408007 ESX301  Gereral Patch @ 15/05/2007 @ |7 Hang when boating with one local miror.
ES®-72B1356  ESX3M1  GereralPatch 15/08/2007 @ |7 To update tzdata ipm from Red Hat
ES=-4825931 ESX3.01  Critical Patch [1) 15/08/2007 @ |7 To deliver several fixes in vmkemel
ESx-5140477  ESX3M  SecuwiyPach 15/08/2007 @ |7 55L certificate verified by MES plugins
ES=FEE745  ESXAM  Gereral Patch i 15/08/2007 @ F i5CSI device failed with check condition
ES®-2E59E38  ESXAM  SecurtpPatch i 29/03/2007 @ |7 Update infa rpra far ESx 301
ES=-1541233 ESX3.01  Critical Patch [1) 29/03/2007 @ F Updates Emulex Fibre Channel driver
EG®-2257739 ESX3.01  Critical Patch 0 29/03/2007 @ |7 To deliver several fixes in wmkemel
ESx-991E286  ESX3M  SecuriyPach 29/03/2007 @ |7 To update zlib library for 52 3.0.1
ES-B431040  ESXIO  Securty Patch b 29/03/2007 @ [¥  Include ES®-1161870 ESX-3416571 ESX5011126 ES
S o P S oy - = PP at
1 ‘1 »

I Web Sewsrl nopbhsvmw3esx04 nsws.nswsllm\led.luca\l nopshsymw3eskl1.nevs.nevslimited \Ucall nopshsvmw3esk06. news. newshmlled.lucall nupshsvmWSBst&nsws.nswsl\m\led.luca\| rd I L4
Resume Suspend iZancel iZancel Al Clean

Mame | State \ Progress | Time | LRL \

#start| [ & () ¥MTS5-ESX Patch Man... W Ei 11:03.am

Use the ‘Filter’ dropdown button to filter to just the version of ESX you are
running. For example if you were only running ESX 3.0.1 Hosts in your VMware
infrastructure then select ‘Filter’ then ‘ESX 3.0.1° to just display patches for this
version, ignoring patches for previous releases of ESX server.

Next select the patches you wish to download by placing ticks in the download
column boxes. You can sort the patches by release date, by patch name e.t.c by

clicking on the relevant column header. Hovering your mouse over the & icon
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displays a tooltip for a few seconds giving an explanation of what that patch
fixes/add’s/improves.

Ll
Eile  Action Yiew Tool Help
= [ Hosts
- :g;’s::fn:’zg::ﬂ Total 11 Falchable: 0 Total 73
[l ropshsvmw3ess07 Unpatched: 0 Downloaded: 33

[8 ropbhsvmu3es02

:Zsz:zzgxgzz:gz Select all unselect s S Fiker + 40 Dowload | €87 Check Update # Extract |

]| Mome  Version  Tiassificaton  Tnfo— Released  URL Down - Sumnoy i

[ ropbhevmdesd3. || 54825991 ES301  CiticalPaich @) 3/04/2007 @ [7 [To deliver seversl fives in wmikemel

E :z';z:z:gxg::gg ESXEI90EEY ESka01  SeowiyPatch @ 18042007 @ | @ [This patchcontaing several fires

E J— " E5e-5140477  ESH3I01  Secuity Patch @R 9/04/2007 @ l7 IS5L certificate verified by MKS plugins
ESx-EEST35  ESX301  GeneralPatch @B 9/04/2007 @ |7 iSC51 device falled with check condition —
ESwE7O4314  ESHA01  Secuity Patch @B 12/04/2007 ‘3 |7 Memon leaks inYMware Tools
ESH-7281356 ESXA0  GeneralPatch @B 940442007 '@ l7 IT o update tzdata rpm from Red Hat
ES®-7302867 ESX3.01  Crtical Patch L) 12/04/2007 @ |7 iconsole 05 oops after aacraid_es«30 load
ESw 70807  ESMA01  GeneralPatch @B 9/04/2007 ‘s |7 Hang when boating with one local mirrar.
ESx-7557447 ESX301  GeneralPatch @B 940442007 s l7 Each mgmt-wrmware restart impacts all WMz
ES®1541239  ESx3.01  Critical Patch (1) 15/03/2007 ‘3 |7 L pdates Emulex Fibre Channel driver
ESH-2257733 ESx3.01  Critical Patch L1] 15/03/2007 @ l7 To deliver several fixes in vmkemel
ESx-2559638  ESX3.01  Secuiy Patch @b 23/03/2007 @ |7 Update info ipm for ES% 3.0.1
ES®-B431040 ESX301  Secuity Pach @B 29/03/2007 @ T nclude ESX-1161870 ESX-3416571 ESX-B011126 ESX-77E0490 ESX-
ES¥-11E1870  ESXA0  Secuity Patch &R 29/03/2007 @B l_ Several bug fikes in vrware-vmx
ESX-77IT432  ESX301  Secuiy Paich @b 15/03/2007 @b l_ Potential Buffer Dverflow
ESx34EG7T  ESHA01  Secuity Patch @B 16/03/2007 @R l_ Potertial Buffer Overflow
ES®-E011126  ESX301  SecuityPatch @B 15/03/2007 @b l_ Patential Buffer Dverflaw

4 _’I ESw-77E0M90  ESX301  Secuity Patch @B 16/03/2007 @B l_ Potential Buffer Overflow =

Download Ist SEWEll nupshsvmwSestT.news.nswshm\led.lucalI nopbhsvmw3es:04. news nswshm\led.lucall nopshsymw3ess07. news.newslimited Iucall nupbhsvmeestZ.news.newsl\mltsd.loca\| ILI_’l

{» Resume Suspend B Complete Cancel Cancel All Clean

Name | State I Files I Progress | Total Time I

@start| | (@ @ | Ly CiEStpatehes |[ % wmrs-ESK Patch Man... 10:15 &M

Click the ‘download’ button and the patches will start to download, the status of
the downloading can be seen in the ‘Download tab’ in the lower status area.
Patches can be Paused, Cancelled and Resumed using the relevant buttons in the
Download tab.

If the downloading fails, check your web proxy authentication settings in the

Tools > Settings menu, if these are set to be correct, you may have to use the
manually downloading patches procedure.
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¥MTS-ESX Patch Manager {Connected to nopshsymw3vcOl) =& ﬂ
Eile  Action Wiew Tool Help
= fh Hosts
bk Seanld firnited loc:al
[ nopbhevmmsdes:nens newsiitedlocal | 14 Palchable: 13 Tolal 78
B rnopshsvmw3esu01 news newslimited local
@ nopshsvmw3es0B. news newslimited local Unpatched: 10 Downloaded: 53
[0 ropshevmwdesn08.news. newsimited.local
E nopshsvmwIesn] 0.news. newslimited. lacal
Select Al Unselect Al Filter = Cowload | 68 Check Update [ Extract
[ nopshsvmw3ess5.news.newslimited local et 2 L J-n=ele N AL e — AL A
e R W R e S ErSion| MClassilication | MInfc"| NHeleased UL DowAL) : =
[ nopshsvmw3esn2 news newsimited local ||| ES.30B9097  ES®300  Secuity Patech @B 7A22008 @ [~ Updated openssh, ppthon, and openss|
@ ropshsvmsdess03news rewsimited oeal || peyqpiprss Eoxa00  GenerPatch @ 1201207 @ [ Tosuppot the bsest fime zone niss
[0 ropbhswrw3ess0] nevs newslimied local
. E nopshevmindess07.news. newsimited local ESX-G5I0518  ESX300  GenealPach @R 12/01/2007 @ I_ To harden Open IPMI for various issues
[0 nopshsvmu3ess3 news. newslimited local || ESX-3496682  ESX300  Security Patch B 2722007 @ J—_ PhystMem_Get]] accesses wiong pages
[ nopshsvmedessldnews.newsimiedlocal || 53198260 ESX300  GeneslPatch @ zzz0nr @ [ | Enor on "network adapters' fink in UI
-l nopbhevmuSenZ newsnewslimtedlocal || cou maanen Egwann  SecuyPech @ 280 @ 7 | Redhat Moderate: azip security update
ESx-3003217 ES®3.00  Secunty Patch ‘ 26/02/2007 i |7 RHSA-2006:0749 tar securty update
ESXG754280 ESXI00  Secuity Pach @B 29/03/2007 @ 154 Include ESX-131737 E5X-392718 ES=-1870164 ESx-
ES¥-392718  ES®3.00  Secuity Patch &b 7/03/2007 0 |7 Patential Buffer Dverflow
ESH-1970154  ESX300  Secuity Patch &R 740372007 (1) |7 Patential Buffer Dverflow
ES¥-4197945 ES®3.00  Secuity Patch  dh 7/03/2007 0 |7 Patential Buffer Dverflow
ESX-4921691  ESX300  Secuity Paich @R F/03/2007 1) |7 Potential Buffer Overflow
ESHEFE2FEE  ESX300  Secuity Patch @B 7/03/2007 (1) |7 Patential Buffer Dverflow
ESX-7052426  ESX300  Secuity Paich @R F/03/2007 1) |7 Potential Buffer Overflow
ES%-G97R400 ESX300  Secuity Patch &R 7/04/2007 [1) |7 Patential Buffer Dverflow J
ES¥-3713510 ES®3.00  Critical Patch L) 8/03/2007 @ |7 Bogus MAC address may crash ESx
ES%-3F1B0RS  ESX300  Secuity Patch &R 9/03/2007 @ |7 Ta update 2lib library for ESX 3.0.0
e P — - - . . [ =
1‘[ “l 4
DDWH|UEE|I\N"eb Serverl nopbhswmw3es0d. news. newslinited. Iocall nopshsvmwBesxm.news.news\imited.localI nopshsvmw3esx05.news.newsl\m\led.loca\| nopshevme Jesk08. news. newslimited. \ocall rAlr
[» Resume Suspend Cancel () Cancel All Clean
|
Narme ‘ State | Progress ‘ Time | URL |
ES¥-3198250 Transtering 13625KE /93765KE [S45KB/ <] 00:00:24 hitp: /Y dawnload3. vmware. com/software vi/ESK....
ESx%-3194085 Queued M/ M8 http:/#dovnload3. vmware. com/software/vi/ESK..
ES¥-3003211 Queusd N/& N/A hitp: /Y dawnload3. vmware. com/software vi/ESK....

l.'EStartI @ & (%] ¥MTS-ESX Patch Man...

Lastly you should see all the ticks in the download column which shows the
program can see the downloaded and extracted patches in the folder ready to use.

lslx
File  Action Wew Tool Help
= & Hosts
: % :g‘p’:;::mg:ﬁ Totat 1 Pachable: 0 Totat: 73

B nopshevmwdes0? Unpatched: 0 Downloaded: 33

[ nopbhsvmw3ess02

% :zzznz:mxg:z:gz Select Al [_J|Unselect &) “F Fiker + 48 Dowload | €8 Check Update # Extract |

g ropshsvmadesi0s Version Classifisafion“InfoReleased — URL Dowd | ————— ——Sumnay A

0 rnopbhevmwdesd03 || ESx4826991 ESX301  CilicalPatch @) /042007 @B [¥ [T deliver several fixes in wmkemel

% o e | EsouoemEs ESKRN SecutyPach @ 18042007 @ | 7 |rhispatch caniins several fes

Q nD;bhsvmw3ast1. ESx-5140477 ESH301  Secuity Patch @B 9/04,/2007 @ |7 IS5L certificate verified by MKS plugins
ESx-BES7346  ESX301  GeneralPatch @B 9/04/2007 @ |7 15 C51 device falled with check condition —
ES=E704314  ES®3I01  Secuity Patch &R 12/04/2007 ‘s |7 M emorny leaks in YMware Tools
ESH-T281356  ESX30  GeneralPatch @B 940442007 @ l7 IT o update tzdata rpm from Red Hat
ES®-T302867 ESX3.01  Critical Patch (1) 12/04/2007 @ |7 iconsole 05 oops after aacraid_es«30 load
ES=- 7408007 ESH3I01  GeneralPatch @R 9/04./2007 ‘s |7 Hang when booting with ane: local mirrar.
ESx-7557441 ESX301  General Patch @B 940442007 @ l7 Each mgmt-wrware restart impacts all VM3
ESX-1541233  ESX3.01  Citical Patch o 15/03/2007 @ |7 L pdates Emulex Fibre Channel driver
ESx-2257733 ESX3.001  Citical Patch & 15/03/2007 @ |7 To deliver several fixes in wmkemel
ESx-25659638  ESX3.01  Secuity Paich @R 23/03/2007 @ |7 U pdate info ipm for ES 3.0.1
ESx-E431040 ESX301  Securty Patch R 29/03/2007 @B T nclude ESX-1161870 ESX-3416571 ESX-B011126 ESX-7780490 ESX-
ES¥-1161870  ESX301  Secuity Patch &R 29/03/2007 @R l_ Several bug fiwes in vrware-vmy
ES®-7737432  ESX301  Secuity Paich @@ 15/03/2007 @b l_ Potential Buffer Overflow
ES=3416671 ES®301  Secuity Patch &R 160322007 @R l_ Potertial Buffer Overflow
ES®-E011126  ESH3I01  Secuity Patch @B 15032007 &b l_ Patential Buffer Dverflow

4 I I LI ES®-77E0490 ESX301  Secuity Paich &R 16/03/2007 @b l_ Potential Buffer Overflow =

Download |Weh SEWEII nopshsymw3esx0]. news. nawshmlled.\ucall nopbhsymw3essd. nevs, nawshmlled.\ucall nopshsvmw3esx07.news.newslimited. local nupbhsvmeestZ.news.newsllmltsd.loca\| (R L
{# Resume (][] Suspend [E Complete Cancel @Cancs\ All Clean |
Mame I State I Files I Progress | Total Time I

distart| | @ @ | L3 Cegtpatehes |[% wmrs-ES¥ Patch Man... w8 (5l 10:15 A
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Manually Downloading ESX Patches

If the auto patching and extracting feature is not working as possibly due to proxy
authentication issues you can manually carry out this procedure.

Firstly find the patches you wish to download, using the ‘Filter’ button to filter the

patches shown if you wish. Click the @ icon on each row of the ESX patch you
wish to download. This will send your default web browser straight to the tar file
on the VMware downloads site and you will be prompted to save the patch. This
should be saved to your chosen patch repository folder. Repeat this one by one for
all the ESX patches you wish to download.

(% ¥MTS-ESX Patch Manager (Connected to nopshsymw3yc01) = 1[

File  Action  Wiew Tool Help

= @ Hosts

to B mopsfrevmwSemdT. news mewsimie
i E nopbheyme3esk4.news. newslimite
nopshsvmw3ess07 news. nevslimites
niopbhevmw3ess02. news. newslin

Total 1l Patchable: 1 Total 73

Unpatched: 1 Downloaded: 4

ropshavmusds nsps news\!m!te. [l select Al [_]junselect 4l S Fiker » &0 Dowload | @57 Check Update % Extract |

nopshsvmw3es«04 news 1

i
opshsvmaSssi05 news newslmite | e L - |

napshsvmuSesilZ news.newslinite: | (e ermasTe Trowa Dl | SeowlyPaich @0 | 12/04/2007_[@@ 1| Memory leaks n Viware Todk

5]
5]
a
-a .
% nopbhsmedessl3news.newslimite || E53E095559 ESXA.01  Secuity Patch @B 168/04/2007 G [¥  This patch contains seversl fixes
E]
5]

ropshsvmw3esx3 news.r - -
nopbhsvmw3essDl news.newslimie ESX-7302867 ESX3.01  Citical Patch (1] 12/04/2007 '3 I_ consale 05 oops after aacraid_es«30 load
ESx-5140477 0% of E5X-6704314.tgz froi -IDIEI L certificate verified by MKS pl