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Introduction to VMTS ESX Patch Manager 

 
As we all know patch management for ESX 3 in its current state is not the fastest or 

easiest but really a manual slow process where you have to go to each and every host 

or at best carry out via an ILO connection or equivalent with a basic script. This is not 

such a problem for smaller infrastructures with 10 hosts or less but when medium to 

large ESX farms are implemented it can become a nightmare trying to keep your hosts 

up-to-date. The VMTS-ESX Patch Manager application was made to really help 

speed this process up using a nice to use windows GUI based front-end complete with 

a small in-built web server to upload the patches to the hosts that you can install 

practically on any MS Windows system and works very well in practice!  

Features: 

¶ Automatic latest patch retrieval from VMware Web site 

¶ Virtual Center or standalone Host Integration 

¶ Automated ESX Host upgrading  

¶ Support for Background Intelligent Transfer Service (Microsoft BITS) 

¶ Passwords saved securely inside the Microsoft Protected Storage space 

¶ Standard SSH Connection technology (with root or other users) 

¶ Useôs a tiny in-built Web server to deliver the patchôs 

¶ Multi Thread patching/updating implementation 

¶ Ease of use Configuration Wizardôs. 

Patch management overview 

 

The VMTS ESX Patch management system in its basic form consists of 4 servers 

which communicate to move the patch from the patches download site on the 

VMware downloads site all the way through to successfully installing them on your 

chosen ESX Hosts. 
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If you are connecting directly to the ESX host and not via the VirtualCenter Server for 

single ESX Host patching then the VirtualCenter Server is not included in this process 

flow. 

System requirements: 

- Windows 2003 sp1 sp2 ,Windows XP sp1 sp2 , 

  Windows Vista, or Windows 2008 aka Longhorn 

- 256MB RAM for the application 

- Disk 2GB free space for the patches storage folder 

- MS .NET 2.0 Framework 

- Internet Access (proxies are supported) 

 

Windows Serviceôs required: 

These services are required to be installed and enabled for VMTS Patch Manager to 

use: 

¶ (BITS)Background Intelligent Transfer Service V2 (V3 suggested) 

¶ Microsoft Protected Storage Service (to securely store passwords) 

Non-support: 

- Currently proxy authentication does not work on XP 64bit, Vista 64bit and Windows 

2003 64bit possibly on Itanium also. 

There are some issues on 64bit OSôs at the moment we suggest that you generally do 

not use 64bit OSôs to run VMTS Patch Manager. 

- On Windows XP sp2 you can find these problems with patch ESX-8852210:  

 

Error Occurred : System.Net.Sockets.SocketException: An operation on a socket 

could not be performed because the system lacked sufficient buffer space or because a 

queue was full  

at System.Net.Sockets.Socket.Send(Byte[] buffer, Int32 offset, Int32 size, SocketFlags 

socketFlags)  

at System.Net.Sockets.Socket.Send(Byte[] buffer, Int32 size, SocketFlags socketFlags)  

at vmts.patchmanager.MyWebServer.SendToBrowser(Byte[] bSendData, Socket& 

mySocket)  

 

This is a Windows XP SP2 bug, please refer to this article for support: 
http://support.microsoft.com/kb/905628/en -us  

 
 

 

http://support.microsoft.com/kb/905628/en-us
http://support.microsoft.com/kb/905628/en-us
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Installing VMTS ESX Patch Manager 
 

Installation of the program 

 

Download the latest available version of the program óVMTS-ESX Patch 

Managerô from www.vmts.net  

 

Run the setup program and accept any Windows security warnings as prompted. 

Note: the following screenshot is from Windows 2003, prompts may differ 

depending on OS type. 

 

 
 

Accept óNextô on the VMTS ESX Patch Manager setup welcome screen 

 

 
 

 

 

 

 

 

http://www.vmts.net/
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Specify the folder you want VMTS ESX Patch Manager installed to, the default 

location is recommended 

 

 
 

Click Install to start the installation Process 

 

 
 

Once the installation is complete, click Finish to close the setup wizard 
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Setup Wizard 

 

You will find the VMTS ESX Patch manager Shortcut in your Start menu or 

alternately on your desktop, ready to open. 

 

 
 

When you start the program for the first time the setup wizard will start to run you 

through entering details for your particular virtual Infrastructure. 
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On the Authentication screen if you have followed the default ESX 3 installation 

and so Root logins via SSH are disabled, then do not tick the óUse root userô box. 

If you use the same passwords for your óRootô account and your ómain ESX 

adminô account across all your Hosts then you can Enable Default Authentication 

and click the small buttons to enter in your óRootô and ómain ESX adminô 

accountôs details so they are stored. 

 

If you have enabled the allowing of login of the Root account via SSH, which is 

not advised by VMware best practice! You can tick the óUse root userô box and 

use this authentication method and all authentication with the ESX Hostôs will be 

via the óRootô account.. 

 

If you do not enter any details on this screen you will be prompted every time for 

passwords when moving between hosts or carrying out any actions within the 

program. 

 

 
 

On the Web Server configuration screen the IP address of the server/workstation 

you have installed the VMTS ESX Patch Manger program will already be 

completed for you, it is recommend that you do not change this. The port defaults 

to port 5050 which unless required you should leave to default also. The default 

ticked óAutostartô  box allows the program to auto start and stop the internal web 

server part of the program for when patches are uploaded to the Hosts during 

normal patching and should be left ticked. 
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On the Web Proxy Settings screen choose between these Authentication options: 

 

- Autodetect: use the wpad DNS record 

- Manually : you set the proxy address 

- No Proxy:  direct connection 

- Use IE configuration: use the default IE configuration 

 

Note: Using IE Configuration  and Autodetect doesn't keep user and password 

settings, you can use it only if your proxy support NTML settings or your proxy 

doesn't require authentication  

 

The Web Proxy Settings are used by VMTS ESX Patch Manager to connect to the 

Internet to retrieve the latest patches list for ESX 3 from VMware and to 

download the patches you request. If you are having problems connecting then use 

the óManuallyô option and enter in your proxyôs, hostname or address, itôs port, 

an account that has privileges to connect to the Internet via the proxy and its 

authentication type, Basic or NTML. 
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On the Port settings screen, you are presented the option of changing the Virtual 

Center default port and SSH default port numbers. You should accept the defaults 

unless you have specifically altered these in your virtual Infrastructure 

configuration. 

 

 
 

On the Patch Repository screen, enter an empty directory to store all the 

downloaded and extracted ESX Patches in. Currently there are nearly 1.5 GB of 

ESX patches for ESX 3.0.1 so a drive with 2Gb of space or more is recommended. 
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On the last screen click óFinishô to complete the setup wizard and start using the 

program to patch. 
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VMTS ESX Patch Manager Program usage 
 

A VMware virtual Infrastructure can be divided into many Virtual Center run 

separate infrastructures each with its own Virtual Center server administering it. 

When starting VMTS ESX Patch Manager, enter the hostname or IP address of 

the VirtualCenter you wish to connect to that the ESX Hosts you wish to patch are 

administered by and click óConnectô. 

 

Alternately the program allows you to connect to an individual host to patch, by 

entering the IP or hostname of the ESX Host you want to patch and click 

óConnectô. 

 

 
 

Interface overview 

 

The main program screen is divided into 3 sections, these are:  

 

¶ Host/Infrastructure view (Red) 

¶ Patched downloaded/install view (Yellow) 

¶ Status tabs area (Blue) 
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Host/Infrastructure  (shown in Red): In this view VMTS ESX Patch Manager 

reads your inventory from VirtualCenter and displays all of the ESX Hosts 

connected to that current VirtualCenter. Selecting an ESX Host here allows you to 

see what patches are installed in the Patched downloaded/install window. 

 

Patched downloaded/install (shown in Yellow): In this view is shown a 

summary of the ESX Hosts connected, the ESX Patches downloaded/installed and 

is the main window that allows you to install ESX patches on your chosen host. 

 

Status tabs area (shown in Blue): The status area displays 3 groups of live status 

screens: 

 

The ódownload tabô displays the status of any patches currently being 

downloaded to your patch repository folder from the VMware downloads 

site.  

 

The óWeb Server tabô displays the status of the small in-built web server 

built into VMTS ESX Patch Manager and shows which patches are currently 

being uploaded to ESX Hostôs during the patching process. 

 

The óESX Hosts status tabsô are named as each ESX Host name and each 

displays the live status of the SSH commands as being issued to the Hosts. 

Here you can see the actual patching taking place and so can be used as a 

type of live Log of the patching process. 
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Downloading ESX patches 

 

Before you can install the ESX patches on the Hosts they have to be downloaded 

to your patch repository folder on a local or network drive and extracted from the 

tar files. This can be done automatically by VMTS ESX Patch Manager or 

manually should the program not be able to gain access to the Internet itself. 

 

Automatically Downloading ESX Patches 

 

Click the óHostsô Cluster icon in the Host/Infrastructure view to bring up the list 

of current ESX patches. Click the óCheck Updateô button and the program will 

connect to the VMware downloads site to check the latest released patches for 

ESX 3. A few seconds after clicking on the óCheck Updateô button, the list should 

be updated with any new patches that may of become available since you last 

checked. 

 

 
 

Use the óFilterô dropdown button to filter to just the version of ESX you are 

running. For example if you were only running ESX 3.0.1 Hosts in your VMware 

infrastructure then select óFilterô then óESX 3.0.1ô to just display patches for this 

version, ignoring patches for previous releases of ESX server. 

 

Next select the patches you wish to download by placing ticks in the download 

column boxes. You can sort the patches by release date, by patch name e.t.c by 

clicking on the relevant column header. Hovering your mouse over the  icon 
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displays a tooltip for a few seconds giving an explanation of what that patch 

fixes/addôs/improves. 

 

 
 

Click the ódownloadô button and the patches will start to download, the status of 

the downloading can be seen in the óDownload tabô in the lower status area.  

Patches can be Paused, Cancelled and Resumed using the relevant buttons in the 

Download tab.  

 

If the downloading fails, check your web proxy authentication settings in the 

Tools > Settings menu, if these are set to be correct, you may have to use the 

manually downloading patches procedure. 
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Lastly you should see all the ticks in the download column which shows the 

program can see the downloaded and extracted patches in the folder ready to use. 

 

 
 


